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ABSTRACT

Background: PT Bank Syariah XYZ has experienced a data breach incident in 2023.
In response to the enactment of Law Number 27 of 2022 concerning Personal Data
Protection (PDP Law), which came into effect in 2024, the bank sought to implement
these provisions in its operations. The implementation of risk management is crucial
for minimizing potential financial losses and ensuring business continuity during the
implementation process.

Purpose: This study aimed to identify risk factors and sources, analyze their potential
impacts, and propose control measures using the Failure Mode and Effect Analysis
(FMEA) method.

Design/methodology/approach: The research was conducted from March to June 2025
and involved eight respondents directly responsible for third-party data management. The
approach used was descriptive, qualitative, and quantitative, with data collection through
interviews, questionnaire surveys, and group discussions. A quantitative analysis was
performed using the FMEA method, focusing on three main stages of data management:
collection, processing, and storage. The scope of this study covered operational aspects
such as internal processes, human resources, technology, external events, and governance.
Findings/Result: Of the 18 risks identified, seven were classified as priority risks. In
the data collection stage, the partner has not yet appointed a Person in Charge of Data
Protection (PIC PDP) nor implemented the provisions stipulated in the PDP Law (RR07).
Risks included the use of a single email account (RR05) and a low understanding of the
PDP Law by third parties (RR08). In the processing stage, the main risks were related
to the length of the analysis time (RR11) and the inaccuracy of the partner data (RR09).
Meanwhile, in the storage stage, the dominant risks included cyberattacks on devices
(RR17) and data decentralization (RR16). Most priority risks originate from technological
aspects (43%), followed by external events (29%).

Conclusion: The results of the study show that PT Bank Syariah XYZ faces significant
challenges in managing the risks of implementing the PDP Law, particularly in relation to
partner data processing.

Originality/value (State of the art): This study makes an original contribution by
integrating the FMEA framework in the context of the implementation of the PDP Law
in the Indonesian Islamic banking industry, and provides a basis for strengthening risk
management and personal data security in the financial services sector.

Keywords: FMEA, risk management, Personal Data Protection Law (PDP Law), priority
risks, financial services
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INTRODUCTION

The rapid development of information technology (IT)
has become a double-edged sword. On the one hand,
it provides significant convenience and efficiency
in human activities, but on the other hand, it opens
new avenues for crime and unlawful acts (Saly &
Sulthanah, 2023). According to Ardiansyah (2023),
this technological advancement introduces emerging
challenges and risks, particularly in cyber security. In
Indonesia, cyber security has become a critical issue,
as cyber threats often lead to violations and the misuse
of personal data (Saly & Sulthanah, 2023). One of
the most severe consequences of these threats is data
breach.

Data breaches pose a serious risk to organizations,
arising from both internal and external sources, whether
intentional or unintentional (Cheng et al. 2017). The
McAfee Report (2015) revealed that 57% of data leaks
originate from external factors, while 43% are caused
by internal factors, based on studies conducted across
organizations in the Asia-Pacific region, the United
Kingdom, and North America. Similar incidents have
occurred in Indonesia’s banking sector. For instance,
Putri et al. (2023) reported that PT Bank Syariah XYZ
experienced a customer data leak in 2023, which has the
potential to result in identity theft, fraud, and financial
exploitation, ultimately damaging the institution’s
reputation. The cyberattack of May 2023 further
disrupted digital banking services, eroded customer
trust, and threatened long-term operational stability
(Cheng et al. 2017). This highlights the urgent need
for comprehensive personal data protection policies.

As part of mitigation efforts, the Indonesian government
enacted Law Number 27 of 2022 concerning Personal
Data Protection (PDP Law). Prior to its enactment,
the regulatory framework governing personal data
protection in Indonesia was fragmented and lacked
a comprehensive integration. This law represents a
significant milestone in establishing a unified and
systematic legal foundation for data governance.
According to Cahyani & Marianata (2024), the primary
objective of the PDP Law is to provide legal protection
for individuals in the management of their personal
data by both public and private entities. Furthermore,
the law emphasizes accountability, transparency, and
compliance as key principles for strengthening trust and
safeguarding digital ecosystem integrity in Indonesia.
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Nevertheless, the implementation of the PDP Law at
the organizational level presents several challenges,
particularly in operational practice. Data leaks may stem
from internal process failures, human negligence, weak
technological safeguards, or inadequate supervision
(Cheng et al. 2017). In the banking industry, where
operational systems are inherently complex, such risks
may emerge from human resources, internal processes,
technology, external events, or governance factors
(Cooper et al. 2010; Nurapiah, 2019). As defined by
Nurapiah (2019), operational risk refers to the potential
for loss arising from internal process failures, human
errors, technological disruptions, or external events
that may threaten a bank’s operational stability.

Currently, PT Bank Syariah XYZ’s risk management
is guided by Financial Services Authority Regulation
Number 65/POJK.03/2016 concerning the
Implementation of Risk Management for Sharia
Commercial Banks and Sharia Business Units. Risk
measurements are generally performed by considering
the frequency and impact of events. In this study, the
Failure Mode and Effect Analysis (FMEA) method
was used to assess risk based on three main indicators,
namely severity, occurrence, and detection. Although
the FMEA method is widely used in the manufacturing
sector (Huang et al. 2020), it has also been adapted to
various other fields such as health (Kumru & Kumru,
2013), mining (Dinmohammadi & Shafiee, 2013;
Balaraju et al. 2019), logistics (Rosih et al. 2015),
food (Wahyuni et al. 2025), and services (Mahacintya
etal. 2025; Rahmah et al. 2025).

Robust personal data protection regulations are
important in the context of personal data protection
research, and several countries have issued such
regulations. For example, in the European Union, the
General Data Protection Regulation (GDPR) requires
all entities handling the data of European citizens to
comply with the protection principles within a clear
legal framework (Gashi & Peci, 2020). The urgency
of personal data protection is to safeguard consumer
data and market conditions, which requires effective
risk management (Dewi, 2017; Shetty, 2023; Azmi
et al. 2024). However, research using FMEA to
assess personal data protection risks is still limited,
especially in the service sector, which accounts for
only approximately 4% of total FMEA studies (Huang
etal. 2020).
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Although FMEA has been extensively applied in
manufacturing and industrial settings (Huang et al.
2020), its utilization in the service sector, especially for
assessing the risks of personal data protection, is still
very limited. Previous studies have generally focused on
the analysis of physical process failures in the fields of
health, mining, and logistics, whereas this study adapts
FMEA to analyze digital and procedural risks related
to personal data management. The novelty of this study
lies in the FMEA method for assessing operational
risks in the context of personal data protection in the
Islamic banking sector.

This study used an exploratory qualitative approach
with observations and interviews. The problem-solving
approach in this study begins by identifying sources of
operational risk in partner data processing at PT Bank
Syariah XYZ. Each process involving partner data is
analyzed to identify potential failures that could lead to
violations of the PDP Law principles. Furthermore, the
Failure Mode and Effect Analysis (FMEA) method was
used to systematically assess each risk based on three
main indicators: severity, occurrence, and detection.
The assessment results were used to calculate the Risk
Priority Number (RPN) of each identified failure, so that
high-priority risks could be identified and controlled.

Therefore, this study aims to fill this gap by analyzing
the implementation of the Personal Data Protection Law
within the framework of operational risk management
in the financial services sector, particularly at PT Bank
Syariah XYZ. The objectives of this study were to
identify risk factors, analyze risk levels, and determine
priority risks in the implementation of the PDP Law,
with a focus on third-party data management. This
study used an exploratory qualitative approach through
observation and interviews, with a scope covering
three main stages of data management: collection,
processing, and storage. Operational risks are examined
from various perspectives, including internal process
failures, human resource limitations, technology issues,
external events, and governance.

METHODS

This research was conducted at the Head Office of PT
Bank Syariah XYZ, located at The Tower Building,
Jalan Gatot Subroto No. 27, Karet Semanggi Village,
Setiabudi District, South Jakarta. Data collection was
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conducted from March to June 2025. The primary
and secondary data were used in this study. The
primary data were obtained through interviews and
questionnaires. Secondary data were obtained from
company documents and various other sources. The
respondents were determined based on an expert
assessment within the company.

This study employed a descriptive qualitative and
quantitative approach, with data collection conducted
through surveys, and
discussions with pre-selected respondents. Quantitative
calculations were performed using the FMEA (Failure
Mode and Effect Analysis) method. The stage of
determining the scope, context, and criteria for
risk management was carried out through in-depth
interviews with internal parties at PT Bank Syariah
XYZ, followed by a descriptive analysis. This was
done to identify the various operational risks faced
by the company and related to the PDP Law. The data
generated will be analyzed and reinforced with feedback
from internal parties obtained from the interviews. The
results explain the identified operational risks. The use
of in-depth interviews and descriptive analysis refers to

interviews, questionnaire

the research on operational risk management conducted
by Nurapiah (2019) and Firmansyah (2024).

The sample in this study was determined using a
non-probability sampling method with purposive
sampling. This technique was chosen because it allows
the researcher to involve participants with specific
knowledge and experience relevant to the research topic.
This approach ensures that the data and information
collected are accurate, focused, and contextually
meaningful (Palinkas et al. 2015). The respondents
were identified based on their understanding of
operational activities and risk management practices in
partner data processing at PT Bank, Syariah XYZ.

In the risk assessment process, the FMEA method can
be used to identify and evaluate potential failures and
determine their risk levels (Desy et al. 2014). Rosih et
al. (2015) and Bahrami et al. (2012) used the FMEA
method in their research to assess and determine
priority risk. In the risk assessment stage, the FMEA
method was used as follows (McDermott et al. 2008;
Mollah, 2005; Subriadi & Najwa, 2020):
1. Determine the severity level by assessing the
severity of the impact of a risk on a scale of to 1-5,
with criteria ranging from insignificant to fatal.
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2. Determine the occurrence level by assessing how
likely the cause of failure is to occur on a scale of
1-5, with criteria ranging from very rare to very
frequent.

3. The detection level is determined by measuring
how well the failures can be controlled or managed.
This detection level indicates the ability to detect
risks before their impact arises, using a rating scale
of 1-5 with criteria ranging from very easy to very
difficult.

4. The risk priority level is calculated by multiplying
the severity, occurrence, and detection levels
(McDermott et al. 2008; Mollah 2005).

RPN = (Severity rate) X (Occurrence rate) X
(Detection rate)

5. The risks are ranked by calculating the critical RPN
value, which is the total RPN divided by the number
of risks. Risks with an RPN value above the critical
value are considered priority and require further risk
control. Mahacintya (2024) used this approach to
rank the risks. Here’s the equation.

Critical value RPN = (RPN’ s Total)/ (Amount of
Risks)

This study began by establishing a risk context as
the foundation for understanding the operational
environment. The next stage involves identifying risk
sources within the scope of operational risks, including
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internal processes, human resources, technology, and
governance. This identification process was carried out
through in-depth interviews and descriptive analysis
to obtain a comprehensive understanding of potential
risks. The identified risks were then analyzed using
the Failure Mode and Effect Analysis (FMEA) method
to determine the priority level of operational risks.
Using this method, a Risk Priority Number (RPN) is
generated, which serves as the basis for identifying
risks that require further control actions, as shown in
Figure 1.

RESULTS
Determination of scope, context, and criteria

At this stage, researchers conducted interviews with
parties involved in the implementation of the PDP Law
at PT Bank Syariah XYZ. This was done to understand
the flow of the PDP Law implementation, the scope
of risks to be analyzed, and to establish the context
and criteria for risk assessment. Operational risks are
analyzed based on five factors: internal processes,
human resources, technology, external events, and
governance. Risk assessment focuses on potential
failures that could affect the implementation of the PDP
Law, particularly during the collection, processing,
and storage of partner data. Risks are measured based
on the probability, impact, and extent to which such
failures can be detected.

Obligation to implement the PDP Law in every public
agency, including PT Bank Syariah XYZ

v

There are challenges in implementing the new PDP Law, which will take
effect in October 2024, and PT Bank Syariah XYZ has experienced data
breaches in the past, so operational risk management is necessary

v

Identify operational risks within the scope of internal processes, human
resources, technology, external events, and governance

In-depth interviews and
descriptive analysis

v

Operational risk analysis of the implementation of the PDP Law

Failure Mode and Effect
Analysis (FMEA)

v

Conclusion

Figure 1. Framework for operational risk analysis of PDP law implementation
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Risk Identification Result

Based on the results of the risk identification, impact,
causes, and detection controls, 18 risks in partner data
processing were identified. During the partner data
collection stage, eight potential risks were identified,
with codes RRO1-RROS. These risks include the risk
of partner data being sent to the wrong company
email address, physical partner documents being lost
or scattered, incomplete partner data, partner data
collected exceeding the list of required documents, the
collection device still using a single email account, the
email device being infected with a virus or cyberattack,
partners not yet having a PDP person in charge, not yet
implementing the provisions of the PDP Law, and a
lack of understanding of the PDP Law regulations, as
shown in Table 1.

At the data processing stage, four potential risks
were identified and coded as RR09 to RR12. These
risks include inaccurate partner data, accreditation
proposals that do not comply with the provisions of the
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Personal Data Protection (PDP) Law, lengthy analysis
processes, and the absence of a monitoring mechanism
for partner data analysis. Each of these risks has the
potential to disrupt data integrity and delay decision-
making within an organization. The lack of adequate
monitoring mechanisms also increased the likelihood
of undetected errors during the evaluation process. A
detailed summary of the identified risks is provided in
Table 2.

At the partner data storage stage, six potential risks
were identified and coded as RR13 to RR18. These risks
include improper storage of physical data or documents,
difficulties in accessing stored partner data, failures
in data storage systems, and lack of centralized data
management. In addition, there is a risk of cyberattacks
targeting the devices used for data storage as well as
non-compliance with internal regulations regarding
data classification. Such risks may compromise data
security, accessibility, and organizational efficiency, if
not properly managed. A detailed overview of the risks
is presented in Table 3.

Table 1. Results of risk identification in the data collection stage of partner data processing

Operational scope  Code Risk
Internal process RRO1  Partner data sent to the wrong company email address
RRO2  Physical documents of partners lost or scattered
People RRO3  Incomplete partner data
RR04  The partner data collected exceeds the list of required documents
Technology RRO5  The collection device still uses a single email account
External events RR0O6  Email device infected with a virus or cyber attack
RRO7 The partner does not yet have a PDP representative and has not yet implemented the
provisions of the PDP Law
Governance RRO8  Lack of understanding regarding the provisions of the PDP Law

Table 2. Results of risk identification in the data processing stage of partner data processing

Operational scope  Code Risk
Internal process RR0O9  Partner data is inaccurate
People RR10 Partner accreditation proposals do not comply with PDP Law provisions
Technology RR11  The analysis process takes a long time
Governance RR12  There is no mechanism for monitoring the partner data analysis process

Table 3. Results of risk identification in the data storage stage of partner data processing

Operational scope  Code Risk
Internal process RR13  Physical data or documents of partners are not stored properly
People RR14 Difficulty retrieving stored partner data
Technology RR15 Data failed to be saved
RR16 Data is not centralized
External events RR17  Cyber attacks on devices used
Governance RR18 Classification of data storage distribution does not comply with internal regulations
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The overall results of identification at various stages of
partner data collection, processing, and storage indicate
that most potential failures originate from the scope of
internal processes, human resources, and technology.
This suggests that the potential risks in partner
data processing come not only from individual or
technological weaknesses but also from inefficiencies
in the internal processes implemented.

Assessment Risk

After obtaining the risk identification results, the next
stage is risk assessment using FMEA. This aims to
measure the RPN value by multiplying the severity
(S), occurrence (0O), and detection (D). Through
this calculation, each potential risk can be ranked
based on its level of criticality and the urgency of
the required mitigation efforts. The FMEA approach
allows researchers to prioritize risks systematically and
focus on the most significant ones that could impact
operational stability. A detailed summary of the risk
assessment results for the data collection, processing,
and storage stages of partner data is presented in Table
4.
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Referring to Table 4, the RPN calculation results from
each stage were considered to determine the priority
risks. Priority risks were determined by comparing the
RPN and critical RPN values with the established critical
RPN threshold. Risks with RPN values exceeding the
critical threshold were categorized as high-priority
and demand prompt control measures. This approach
ensures that risk management efforts focus on the most
significant threats to operational effectiveness and data
protection.

Critical RPN Value

After calculating the RPN value for each potential
failure in the data collection, processing, and storage
processes, the critical RPN value was determined. This
value was obtained by dividing the total RPN value
by the number of potential failures. The critical RPN
value is then used as a risk priority criterion. If the RPN
value is above the critical RPN value, it is considered
a priority. The following are the RPN values for each
stage of partner data processing:

Table 4. Results of risk assessment for the collection, processing, and storage of partner data

Phase Code S (0] D RPN
Data RRO1 Partner data sent to the wrong company email address 4.2 1 2 8.4
collection  RR02 Physical documents of partners lost or scattered 42 14 24 14.11
RRO3 Incomplete partner data 26 26 1.8 1217
RRO4 The partner data collected exceeds the list of required documents 28 1.2 1.8 6.05
RRO5 The collection device still uses a single email account 34 34 22 2543
RRO6 Email device infected with a virus or cyber attack 38 1.6 26 1581
RRO7 The partner does not yet have a PDP representative and has not yet 4.2 2.8 3 3528
implemented the provisions of the PDP Law
RRO8 Lack of understanding regarding the provisions of the PDP Law 38 26 22 2174
Data RRO9 Partner data is inaccurate 40 14 22 1232
processing  RR10  Partner accreditation proposals do not comply with PDP Law 36 12 1.8 1778
provisions
RR11 The analysis process takes a long time 26 22 22 1258
RR12  There is no mechanism for monitoring the partner data analysis 28 1.8 1.8 9.07
process
Data RR13 Physical data or documents of partners are not stored properly 3.8 1.8 2 13.68
storage RR14 Difficulty retrieving stored partner data 2.6 2 2 10.4
RR15 Data failed to be saved 32 1.8 2 1152
RR16 Data is not centralized 36 24 2 17.28
RR17 Cyber attacks on devices used 4.2 2 2.8 23.52
RR18 Classification of data storage distribution does not comply with 34 2 2.2 14.96

internal regulations
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Based on Table 5, the identified potential failures that
have been assigned RPN values are grouped according
to their respective priority levels. The grouping
process focuses on risks with RPN values that exceed
a predetermined critical RPN threshold. These high-
priority risks represent failure modes that have the
greatest potential to affect operational continuity and
data protection compliance. By categorizing them, an
organization can allocate resources more effectively to
mitigate the most critical vulnerabilities. This analytical
approach also supports the development of targeted
and systematic risk control strategies.

Based on Figure 2, there were three potential failures
that exceeded the critical RPN value, namely RRO7
with an RPN value of 35.28. This potential failure
originates from the scope of external events and ranks
highest, indicating that the partner does not yet have a
PIC PDP and has not implemented the provisions of the
PDP Law (RR07). This risk has a moderate probability
of occurrence and detection, but has a significant
impact. The second and third positions are RR05 with
an RPN of 25.43 and RRO8 with an RPN of 21.74.
RROS5 indicates that the use of a single email account
in the data collection stage is a priority risk originating
from the technological scope. Meanwhile, RROS
originates from the scope of governance, where there
is a potential failure to understand PDP provisions.
All three potential failures were largely related to
compliance with personal data protection regulations.
This has an impact on a company’s reputation. This
is in line with previous research showing that a
failure to comply with regulations can cause financial
losses and reduce market confidence in the long term
(Sreenivasamurthy, 2017).

During data processing, two risks exceeding the critical
RPN value were identified: RR11 with an RPN value of
12.58 and RR09 with an RPN value of 12.32, as shown
in Figure 3. Both risks are related to the potential
for the inaccurate processing of partner data, which
requires a long time for data analysis. These potential
failures can directly impact the quality and accuracy
of decision making. This aligns with the research by
Koziot-Nadolna & Beyer (2021), which highlights that
one of the common issues in decision-making is the
limitation of information and data.

Furthermore, at the data storage stage (Figure 4), two
risks were identified as exceeding the critical RPN
value, namely RR17 with an RPN score of 23.53 and
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RR16 with an RPN score of 17.28. RR17 represents the
potential risk of cyberattacks targeting devices used for
data storage, whereas RR16 reflects the issue of non-
centralized data management. Both risks are critical
because they can compromise the confidentiality,
integrity, and availability of the stored data. In the
banking sector, such vulnerabilities are of particular
concern, as cyberattacks, data breaches, and server
failures can disrupt operations and erode customer
trust (Ali et al. 2022). Therefore, it is essential
for organizations to strengthen their cybersecurity
infrastructure and implement centralized, well-
monitored data storage systems.

Table 5. Critical value of RPN for partner data

processing
Processing stage Critical RPN Values
Data collection 17.37
Data processing 10.44
Data storage 15.23

Critical RPN Valuc [N 17.37
RRO8 21.74
RRO7
RRO6
RRO5
RR04 6.05
RRO03
RRO02
RRO1 8.40

0.00 20.00

35.28
15.81
25.43

12.17
14.11

40.00

Figure 2. RPN and critical RPN values for the data
collection stage in partner data processing

Critical RPN Value 10.44
RR12 9.07
RR11 12.58
RR10 7.78
RR09 12.32
0.00 5.00 10.00 15.00

Figure 3. RPN and critical RPN values for the data
processing stage in partner data processing

Critical RPN Value maaaassmm ]5.23

RRI18 ‘ 14.96
RR17 23.52
RR16 17.28
RR15 [1.52
RR14 ‘ 10.40
RRI13 | 13.68
0.00 15.00 30.00

Figure 4. RPN and critical RPN values for the data
storage stage in partner data processing
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Referring to Table 6, it can be seen that the priority
risks identified at each stage require further risk
control measures. These risks have the potential to
cause significant disruptions in partner data processing
activities. Without proper mitigation, such risks may
lead to data inaccuracies, process delays, or even
violations of data-protection regulations. Therefore, it
is essential to implement effective control strategies to
minimize the likelihood and impact of these failures.
Strengthening internal procedures and monitoring
mechanisms will help ensure that data processing
remains secure, efficient, and compliant with the
applicable regulations.

Based on Figure 5, priority risks mostly come from the
scope of technological operations (43%) and external
events (29%). This indicates that the use of technology
plays an important role in partner data processing. The
use of technology is not only a challenge faced by
the banking sector, but can also add value to banking
practices, both in service delivery and repetitive
business processes (Tambunan & Nasution, 2023).
Third-party compliance and cyberattack prevention
are also important because non-compliance with
regulations and cyberattacks can result in financial
losses and damage to a company’s reputation in the
long term (Sreenivasamurthy, 2017; Ali et al. 2022).

Managerial Implication

Based on the results of the risk analysis in the
implementation of the Personal Data Protection Law at
PT Bank Syariah XYZ, several important implications
were identified that require serious management
attention. These implications highlight the need for a
more integrated and proactive approach to managing
the operational risks related to personal data. The
analysis shows that risks originating from external
events and technology remain the dominant factors
affecting data protection compliance.

First, during the partner data collection stage,
the company must develop special tools that can
accommodate the process of collecting partner data in a
secure and comprehensive manner. In addition, this tool
is expected to minimize the use of a single email account
and avoid potential cyber threats that could target email
systems. Furthermore, during the data processing stage,
management is encouraged to integrate technological
tools that support the automation of the data analysis
processes. This effort will not only support the analysis

Business Review and Case Studies,
Vol. 6 No. 3, December 2025

process, but also enhance the accuracy of the data and
information generated. Furthermore, decision making
can be performed more effectively and efficiently based
on accurate data.

During the data-storage phase, management can use a
centralized storage system with high security levels. The
use of this system can facilitate the company to process
partner data in a controlled manner and minimize the
risk of data leakage. This system must also be equipped
with reliable security protection such as encryption
and threat detection. Finally, the human resources
aspect also needs to be considered by management.
Continuous efforts should be made to conduct training
and awareness programs regarding the principles of the
Personal Data Protection Law for internal and external
business partners. A comprehensive understanding
of the rights and obligations related to personal data
processing can strengthen compliance and foster a
more responsible work culture.

In addition, management can apply the FMEA method
as an alternative for assessing banking operational
risks. The application of this method enables the early
identification of potential failures, determination of
the severity and likelihood of risks, and establishment
of more effective control strategies. FMEA not only
serves as a risk evaluation tool but also as a basis
for management in making data-driven decisions to
improve the efficiency, compliance, and sustainability
of bank operations.

Tabel 6. Priority risk in partner data processing

Phase Operational scope  Code RPN
Data collection External events RRO7 35.28
Technology RRO5 2543
Governance RRO8 21.74
Data processing  Technology RR11  12.58
Internal process RR0O9 12.32
Data storage External events RR17 23.52
Technology RR16 17.28
Internal External
P rﬁf;oss events
29%
Governance
14%
Technology

43%

Figure 5. Percentage of priority risk based on
operational scope
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CONCLUSIONS AND RECOMMENDATIONS
Conclusions

The implementation of the Personal Data Protection
Law (PDP Law) at PT Bank Syariah XYZ encounters
various risk-related challenges, particularly in the
processing of partner data. Based on the results of
this study, 18 potential sources of operational failure
were identified across the stages of data collection,
processing, and storage. Specifically, seven risks are
associated with the data collection stage, four risks are
identified in the data processing stage, and six risks occur
during the data storage stage. These findings indicate
that vulnerabilities are distributed throughout all phases
of data management, highlighting the complexity
of ensuring compliance with PDP Law. Therefore, a
structured and continuous risk management approach is
essential to minimize potential failures and strengthen
data protection practices within the organization.

Additionally, seven priority potential failures that
required further control and mitigation measures were
identified. From the data collection stage, there were
three priority risks: RR0O7 with an RPN value of 35.28,
RRO5 with an RPN value of 25.43, and RRO8 with
an RPN value of 21.74. In the data processing stage,
two priority risks were identified: RR11 with an RPN
value of 12.58 and RR09 with an RPN value of 12.32.
Furthermore, two priority risks were found in the data
storage stage, specifically RR17 with an RPN value of
23.52 and RR16 with an RPN value of 17.28. These
results indicate that the most critical risks are spread
across all data management stages, thus emphasizing
the need for comprehensive and stage-specific control
strategies.

These results highlight that the use of advanced
technology for data security, establishment of robust
data governance policies, and adherence to regulatory
compliance are critical factors in ensuring the effective
implementation of the Personal Data Protection (PDP)
Law. A well-structured technological framework
not only enhances data protection, but also supports
transparency and accountability within organizational
processes. Furthermore, the findings confirm that the
Failure Mode and Effect Analysis (FMEA) method is
both relevant and practically applicable in the financial
services sector, particularly in banking institutions. This
method provides a systematic approach for identifying,
evaluating, and prioritizing operational risks associated
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with data management. Therefore, integrating FMEA
into a bank’s risk management framework can
strengthen preventive measures and improve the
overall resilience of data protection systems.

Recommedations

The implementation of the Personal Data Protection
(PDP) Law at PT Bank Syariah XYZ requires a
comprehensive and integrated risk-management
approach. Appropriate risk control measures should
be developed collaboratively through consultations
with the risk management unit to ensure alignment
with organizational policies and regulatory standards.
In this study, risk management analysis was conducted
from the perspective of internal company management,
focusing on the stages of data collection, processing,
and storage. However, this internal scope provides only
a partial view of the broader data-protection landscape.
Therefore, future research should expand the analysis
to include external stakeholders and explore the
wider context of PDP Law implementation across the
financial services ecosystem.
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